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Computer System Use - Staff

Policy

Access to the Organisation’s computers is provided to staff in order to complete their duties.  The equipment is not to be used for personal requirements other than as specified in the attached Computer System Terms of Use form which forms part of this Policy.
The improper use of the computer equipment by any staff member may result in disciplinary action being taken under the Organisation’s policy on “Poor Performance and Unacceptable Behaviour by Staff”.
Staff shall only be provided access to the computer system after reading and signing the Computer System Terms of Use Form and returning the completed form to Management.
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COMPUTER SYSTEM TERMS OF USE 
In order to maintain the integrity of the system, the Organisation requires all users to comply with the following:
As an authorized user of the Organisation computer system;
1)
You will have access, via a unique Password, to system drives that are required for the proper completion of your work.  In addition you will have access to the internet and e-mail services via the Organisation’s server. The e-mail and Internet system hardware and software is company property. Any messages composed, sent or received on the e-mail or Internet system are, and will remain, company property. They are not your private property.  You must access only those parts of the system that you are authorised to access from time to time and which are reasonably necessary for the performance of your duties to the Organisation. 
2)
You are not to disclose any information on the system’s workings or any data on the system to any third party without the approval of the Manager or otherwise in accordance with the Policies of the Organisation.  You must use information stored on the system only for purposes authorised by the Management or for the performance of your duties to the Organisation.
3)
You are not to disclose your Password to anyone, other than to the system Administrator or without the Administrator’s approval. You must not access or use anyone else’s password unless authorised in writing by the Management.
4) 
As part of the system’s security, The Organisation has installed sophisticated software to enable it to shield from internet and e-mail viruses which can be extremely detrimental to the organisation’s operations.  In addition, monitoring and statistical software is also installed and The Organisation reserves the right to review, audit, intercept, block, access and disclose all messages created, received or sent via the company e-mail system for any purpose.
5)
You are not to use the e-mail or Internet system to access, download, view, store or transmit material of a defamatory, obscene, offensive or harassing nature, this includes, but is not limited to, sexually explicit photographs or literature, cartoons and jokes and negative racial or gender-specific messages – “Prohibited Material”. Should you inadvertently receive such Prohibited Material you are not to distribute it and are to delete it immediately from the system.  The distribution of “feel good” literature or pictures, or chain mail is time consuming to all and is prohibited.

6)
The Organisation computer system is to be used primarily for business purposes.  Personal use of the company e-mail and Internet system is permitted during lunch breaks and after hours only.  You are not to use the company e-mail system at any time for private commercial business, to solicit or endorse any non-job-related commercial ventures, outside organisations, religious and/or political causes or employment applications or enquiries.
7)
Computer programs of any sort are not to be downloaded without the prior permission of the system administrator.
8)  
You must not attempt to install or attach any unauthorised software or hardware to The Organisation’s computer system.

I have read and acknowledge the above Terms of Use and will comply with the requirements on the understanding that should I breach any of them I may be disciplined in accordance with the Organisation Policies and e-mail and/or internet services withdrawn or made available only through my divisional Manager or the system administrator.
Employee’s Name __________________________Signature_________________________ Date _______
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